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brief introduction

HAMNET
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Definition

m HAMNET - is a closed data network for radio amateurs using very quick
WiFi components on directional radio

[

O

It is based on TCP/IP protocol
(Transmission Control Protocol / Internet Protocol)

und UDP (User Datagram Protocol) and many more (DHCP, ARP,...)

m HAMNET — has

O

O O 0O 0O 0 O

A free network structure

A free choose of protocols

Autonomy address structure

Connections without firewall and port filters

Content will not superimposed with comercial issues like (Popup, Spam)
Very quick connections without using expensive |-NET connections

Usage of sites independent of I-Net structures (very usefull to Repeater
sites on hill tops)
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Benefits

m HAMNET - combines RF-technology and IT-technology
m HAMNET - is a godd extention to existing data structures

0 Quick connections for existing Packet-Radio-Sites
via HAMNET links

0 Extending ILINK structures without [-NET
0 Quick connections to mailbox forwarding systems (WinLink)

m HAMNET — adds new posibilities to our communication hobby and
promote teamwork on our projects

m HAMNET - is not a replacement for Internet

%ii{ Youngs‘rers On The Air oovsv 4




Equipment

/
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Basic Installation

m Panel antenna

m Mikrotik Groove
router RX/TX unit

m 8-pole ETH cables UTP-5/6
with RJ45 connectors

m PoE power supply
12V — 24V 0.8A ,

m PCor LAPTOP
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HAMNET links

fresnel zone

Path loss
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Groove

Unboxing Mikrotik Groove

Unboxing panel antenna

Connecting the PoE power adapter

Connection to the LAPTOP

Download WinBox

Configuration of an HAMNET access point (AP)
1 Setup the service interface with LAN-IP
1 Setup bridges & routes

1 Setup WAN interface
m 5785 MHz
m 20 MHz bandwith

1 Setup DHCP Server for WAN-IP
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Groove AP Setup

L) WinBox v3.4 (Addresse =X
File Tools
Connect To: | E4:8D:8C:FD:49:EA | Keep Password
. __| Open In New Window
Login: | TR |
Password: I ]

Add/Set Connect To RoMON Connect

Managed Neighbors ‘

T | | Refresh [Fing | [al 2
|MAC Address / |IP Address |ldentity |Version |Board | |V
D4.CA:6D:07.FD:A3  194.96.22.19 Alldata 6.34.1 (st... RB1100AHx2
— E4:8D:8C...
E4:8D:8C:FD:49:EA  192.168.88.1 Mikro Tik 6.34.3 (st... RB Groove A-52H...

A
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Session Settings Dashboard

Sfe Mode | Session:[E48D8CFD 49 EA
A§ QUK SE [ RouterOS Default Configuration

1 CAPsMAN
The following default configuration has been installed on your router:

8 Interfaces
T Wireless WISP Bridge:

2 b * wireless and LAN interfaces are bridged;
2% Bridge * IP address 192.168.88.1/24 s set on bridge

wlan1 Configuration:
&g PPP mode: ap-bridge;
band: 2ghzb/g/n;
== Swich htchains: 0;
©12 Mesh ht-extension: 20/40mhzCe;
&l 1P |LAN Configuration:

You can click on "Show Script” to see the exact commands that are used to add and
<’ MPLS

remove this default configuration. To remove this default configuration click on "Remove
* Routing Configuration” or click on "OK" to continue.

{55 System |NOTE: If you are connected using the above |P and you remove it, you will be
disconnected.

v

Remove Corfiguration || Show Script... || OK |

A
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Session  Settings

Dashboard

SessonE68D-ACFDAIEA

A& Quick Set

3 CAPsMAN
 Interfaces

1 Wireless

&% Biidge

=% PPP

g2 Switch

°13 Mesh

sl IP

</’ MPLS

#2 Routing

§55 System

Q Queues

[_| Files

..l Leg

3 Radius

A& Tools

[ New Teminal
¥4 MetaROUTER

A

¢

Qitems out of 2

New Interfface

Genersl | STP Status Traffc

Name: IserviceB!idge

Type: |Bridge

MTU: |

Actual MTU: |

L2 MTU: |

MAC Address: |

ARP: |enabled

Admin. MAC Address: l

&
Z

Yy

100

D
3
o
b

g
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Groove AP Setup

@ admin@E4:8D:8C:FD:49:EA (MikroTik) - WinBox v6.34.3 on RB Groove A-52HPn (mip

Session Settings Dashboard

o e

I A& Quick Set
1 CAPsMAN
\# Interfaces
I 1 Wireless

([ 25 Bridge

SessonE8D-ACFDAIEA

=2 PPP

=2 Switch
°13 Mesh
ksl IP

< MPLS
#2 Routing
{27 System
& Queues
Files

2l Log
A Radius

b I 2 2

XK Tools ™ | [oems

New Bridge Port

General | Status

itertace: | ETEINN * |

Bridge: |serviceBridae |i|
Priorty: hex

Path Cost:
Horizon: : v
Edge: [ato  [¥]

Point To Point: E]
Bdemal FDB: lato | ¥

[] Auto Isolate

Disable

Remove

[ltle el

[Em] New Teminal

¥4 MetaROUTER
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Session Settings Dashboard

Sesson: [E4:8D 8C FD4TEA

A Quick Set
1 CAPsMAN
\# Interfaces
3 Wireless

2% Bridge o IEHE‘

3 PPP ' \Address + | Network Interface

== Switch New Address

°3 Mesh Address: |44.143.189.62/25
&5l IP

: Network: v
<’ MPLS
e hoace: (ST

27 System

& Queues

Files

=] Log

A Radius

XK Tools

[ New Teminal
¥4 MetaROUTER
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L) WinBox v3.4 (Addresse

File Tools
Connect To: |44.143.189.62 | [v] Keep Password
Login: [T | (| Open In New Window
Password: | |
Add/Set Connect To RoMON Connect
Managed Neighbors ‘
g Refresh I Cin l |a|| |E
| MAC Address / |IP Address Identity \Version | Board | v
— D4:CA:6D...
D4:.CA:6D:07:FD:A3 194.96.22.15 Alldata 6.34.1 (st... RB1100AHx2
— E4:8D:8C...
E4:8D:8C:FD:49:EA  44.143.189.62 Mikro Tik 6.34.3 (st... RB Groove A-52H...
A
)
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Session Settings Dashboard

A& Quick Set
1 CAPsMAN
8 Interfaces
3 Wireless
&% Biidge
=% PPP

g2 Switch
213 Mesh

ksl IP

< MPLS
#2 Routing
§55 System
Q Queues
Files

..l Leg

Q Radius

A& Tools
[ New Teminal

®4 MetaROUTER

-  w w w

Bridge ‘ Ports

#[=] [¢]

| Name
R 4tserviceH

.
1item out of 3

SessonE68D-ACFDAIEA

New Interfface

Genersl | STP Status Traffc

Name: IWANbridge

Type: |Bridge

|1 A

MTU: |

Vi

Disable

Actual MTU: |
L2MTU: |
MAC Address: |

g
3
a

Yy

o
3
!H

ARP: |enabled

g

Admin. MAC Address: l
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New Address
Aq

T Address: |44.143.23.1/24
Network: v
interface: [[ETIE-CNN| ¥ |

New Teminal
¥4 MetaROUTER
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Groove AP Setup

© 2dmin@E4:8D:8C:FD:A9:EA (MikroTik) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe)- [E=REE
Session Settings Dashboard
S 4D 958 T

H A& Quick Set Interface <wlan1> =1 E3
1 CAPsMAN General | |
B Interfa Name: lean1OE1 KBC I | Cancel |

([ = Wircss Type: [Wireless (Atheros AR9300) |

z ireiess Eros
2% Bridge E e | Apply |
- MTU: |1500 |
=2 PPP = I | Enable |
== Swich L2 MTU: 1600 | o]
mm
R MAC Address: |E4:8D:8C.FD:49.EB | | |
I Advanced Mod
=P ARP: |enabled K3 T
< MPLS ¥ | Torch |
4 Routing y | Scan... |
27 System r
Q Queves | Freq. Usage... |
5 Fes I Align... i
Sniff...
..l Leg
3 Radius | Snooper... |
X Tools r | Reset Configuration |
[ New Teminal
=4 MetaROUTER
T - — | 1]
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Groove AP Setup

© 2dmin@E4BD:8CFDATEA (MikroTik) - WinBox v634.3 on RB Groove A-52HPn (mipsbe) [EENEERT
Session Settings Dashboard
s 00 1558 T

A5 Quick Set Interface <wlan1-OE1KBC> =&
T CAPSMAN General Wireless | Data Rates Advanced HT WDS Ntreme | |
R Mode: lstation 3 ‘

L 1 Wireless = . alignment onl | e |

nd: h brida
34 Brcge [#-] S L ey ||
= |h Channel Width: | nstreme dual slave
=2 PPP X station | Enable |
32 Switch Frequency: | giation bridge
oo sgip: |station pseudobridge | Comment |
5 Mesh " |station pseudobridge clone
&8 1P r Radio Name: fvtggogacgs | Simple Mode |
7 MPLS r Scan List: |defautt [E3ES | Torch |
g il [\ Wireless Protocol: Iany “ + I | Scan |
%52 System Y —
Security Profile: |default v Freq. Usage
Q S rity e | aul “ l I = i
(] Files Frequency Mode: Imanualbqaower “ + c
(= Log Country: |no_country_set |® | Sniff.. |
% il Antenna Gain: |O | dBi | Tl |
A Tools r | Reset Configuration |
[Em| New Teminal DFS Mode: |none IE2
® MetaROUTER Proprietary Extensions: |post-2.9.25 =]
! » - — —
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Groove AP Setup

© 2dmin@E4:8D:8C:FD:A9:EA (MikroTik) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe)- [E=REE
Session Settings Dashboard
v i1 70155 T
A5 Quick Set Interface <wlan1-OE1KBC> =&
I CAPSMAN General Wiireless | Data Rates Advanced HT WDS Nstreme | |
P Interfaces Interfa Mode: |ap bridge | Cancel |
| = Vicles Band: |5GHzA ll
nd: z-
5 Bidge £ 2GHz B | Apply |
% PPP |h Channel Width: |5GHz-A
= | 2GHzonly G | Enable |
= Switch Frequency: | 2GH-B/G
e —— -
°[2 Mesh SSID:
& 1P > Radio Name: | 2220 | Smple Mode |
&’ MPLS r Scan List: |defaut s || Torch |
g Al [\ Wireless Protocol: Iany “ ¥ I | Scan |
%52 System ¥ -
Security Profile: |default Freq. U
& Queues APt de = I 'eqN. = i
[ Files Frequency Mode: Imanualbqaower “ * -
(= Log Country: |no_country_set |® | Sniff.. |
% il Antenna Gain: |O | dBi | Tl |
A Tools r | Reset Configuration |
[Em| New Teminal DFS Mode: |none IE2
® MetaROUTER Proprietary Extensions: |post-2.9.25 =]
i - = 3 = _ = _ Te— = E
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Groove AP Setup

© 2dmin@E4:8D:8C:FD:A9:EA (MikroTik) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe)- [E=REE

Session Settings Dashboard

SessonE8D-ACFDAIEA

Yol

=4 MetaROUTER

Proprietary Extensions: |post-2,9,25

A& Quick Set Interface <wlan1-OE1KBC> =] E3
5 CAPsMAN General Wircless | DataRates Advanced HT HTMCS WDS .. | |
# Interfaces — Mode: |ap bridge |® | — |
| = Vircless Band: [5GHzA/N IE
and: z-

2% Bridge EJ ~ | Apply |
T [ Channel Width: |20MHz I

= | Enable |
= Switch Frequency: 5785 | % | MHz |
°[ Mesh SSID: [HAMNET-OE1KBC - | Comment
&8l 1P r Radio Name: |OE1KBC] ||| SmpleMode |
&’ MPLS y Scan List: |defaut s || Torch |
g i [\ Wireless Protocol: |any 2 | Scan |
& S o
; Qt:ue:s Security Profile: Idefault “ ¥ I | Freq. Usage |
[ Files Frequency Mode: Imanualbqaower “ ¥ | Align |
(= Log Country: |no_country_set |® | Sniff.. |
% Fadin Antenna Gain: |0 | dBi | S |
A Tools r | Reset Configuration |
[Em| New Teminal DFS Mode: |none IE2
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Groove AP Setup

© admin@E4:8D:8C:FD:A9:EA (MikroTik) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbew

Session Settings Dashboard

Safe Mode | Sesson: E4:8D:8C FD4S EA
| %’ Quick Set
1 CAPsMAN

8 Interfaces
T Wireless |me'fBC&G|NshemeDud Access List Registration Connect List Security Profiles  Channels

Wireless Tables

o
(=

25 Bidge

= v x| | | CAP | Scamner || Freq.Usage || Aignment || Wireless Sniffer || Wireles

i =3 PPP ___|Name _|Enable | -
=8 Switch X ... 5owlan1-OETKEC  Wireless (Atheros ARS..
“13 Mesh
s 1P
<’ MPLS
#2 Routing
27 System
& Queues
Files
.| Log

L2MTU [T Rx

b I 2 2

1600 0 bps 0 bps

Tx Packet (¢
S |

A Radius «

K Tools I |1item out of 4 (1 selected)

[ New Teminal
¥4 MetaROUTER

\ -
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Identity: |OE1KBC| oK |

¥4 MetaROUTER
#5 Partition

| J Make Supout if
& Manual

@ New WinBox
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Groove AP Setup

© 2dmin@E4:8D:8C:FD:AS:EA (MikroTik) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe_ [E=EES)
Session Settings Dashboard
Sesin E44D 807D 4554 =
I A& Quick Set
T CAPSMAN
I 8 Interfaces - | New Bridge Port =] E3 (= E3
1 Wirsless Bidge Ports |Fiters NAT | General | status -
§ s‘:‘:e : interface: [wian7-0ETKBC %] | [ Cancel foe
= Switch Thether] e Bidge: (TNTEIEFERN < | pot e —
°I3 Mesh Priorty: hex | | Disable
2P ) Path Cost:
:ﬁ :::smg [f: Horizon: l:] A
3 System P Edge: [ato | ¥]
& Queues Point To Point: E]
Files Edemal FDB: [ate | %]
| Log
. Radius [ Auto Isolate
}e Tools

) New Teminal

4 MetaROUTER
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Session Settings Dashboard

A5 Quick Set
7 CAPsMAN
8 Interfaces

5 Wireless DHCP|Netwod<s Leases Options Option Sets  Alerts
&, Bridge 2|2 | DHCP Config || DHCP Setup |

=8 PPP /| Inteace Relay |Lease Time |Address Pool  |Add AR...|
3= Switch

°[2 Mesh DHCP Setup

Select interface to run DHCP server on
sl IP

</’ MPLS DHCP Server Interface: [N SN + |
4 Routing

27 System

& Queues

Files

.l Leg

M Radius

K Tools r
(M| New Teminal
¥4 MetaROUTER

| Back |[ Nex || Cancel |

%Y Youngs+ers On The Air oovsv 24

/




Groove AP Setup

© 2dmin@194.96.22.121 (OE1KBC) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe-blﬂﬁ

Session Settings Dashboard

Session: 194,96 22.121 -

A& Quick Set

H DHCP |N¢m Leases Options Option Sets Alerts
. | DHCP Config || DHCP Setup |
/ |Interface |[Relay  |Lease Time |Address Pool  [Add AR...|

DHCP Setup

Select network for DHCP addresses

DHCP Address Space: |44.143.23.0/24 |

| Bk || Net || concel |

) New Teminal
4 MetaROUTER

Youngs+ers On The Air oovsv 25




Groove AP Setup

© 2dmin@194.96.22.121 (OE1KBC) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe-blﬂﬁ

Session Settings Dashboard

Session: 194,96 22.121 -

A& Quick Set

DHCP | Networks Leases Options Option Sets Aletts
, i (2] |7 | DHCP Config || DHCP Setup |
/ |Interface |[Relay  |Lease Time |Address Pool  [Add AR..

DHCP Setup

Select gateway for given network
Gateway for DHCP Network:

| Bk || Net || concel |

) New Teminal
4 MetaROUTER
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Groove AP Setup

© 2dmin@194.96.22.121 (OE1KBC) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe-blﬂﬁ

Session Settings Dashboard

Session: 194,96 22.121 -

A& Quick Set

DHCP | Networks Leases Options Option Sets Aletts
, i o | DHCP Config || DHCP Setup |
/ |Interface |[Relay  |Lease Time |Address Pool  [Add AR...|

DHCP Setup

Select pool of ip addresses given out by DHCP server

Addresses to Give Out: |44.143.23.100-44.143.23.200) | %

| Bk || Net || concel |

) New Teminal
4 MetaROUTER

A
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Groove AP Setup

T —
@ admin@194.96.22.121 (OE1KBC) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe) LEJ@E
Session Settings Dashboard

Session: 194,96 22.121 -

. Wireless DHCP | Networks Leases Options Option Sets Aletts

&% Bridge [#][=] [+ | DHCP Corfig || DHCP Setup | Find

=2 PPP [Name /| Interface |Relay  |Lease Time |Address Pool  |Add AR...| v

DHCP Setup

Select DNS servers

DNS Servers: |44.143.189.12¢] |$

| Bk || Net || concel |

&

=

o

> b
v | % % <%

w
-
S

& Tools ¥ Oitems
) New Teminal

4 MetaROUTER
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Groove AP Setup

© 2dmin@194.96.22.121 (OE1KBC) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe-blﬂﬁ

Session Settings Dashboard

Session: 194,96 22.121 -

DHCP | Networks Leases Options Option Sets Aletts
2[5z | DHCP Config || DHCP Setup |
/ |Interface |[Relay  |Lease Time |Address Pool  [Add AR...|

DHCP Setup

Lease Time: |[USIUAN] |

| Bk || Net || concel |

) New Teminal
4 MetaROUTER
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Groove AP Setup

r
DHCP Setup

Setup has completed successfully
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Groove AP Setup

© admin®194.96.22.121 (OE1KBC) - WinBox v6.34.3 on RB Groove A-52HPn (mipsbe_lglﬂﬁ1

Session Settings Dashboard

Safe Mode | Session:[194.96.22.121) —

B Route <0.0.0.0/0>

Dst. Address: [44.0.0.0/8

Gateway: IserviceBridge “ L | Ireachable

Check Gateway: I

Type: Iunicaa

Distance: |1
Scope: |3D
Target Scope: |10
Routing Mark: I

# MetaROUTER
#5 Partition
| J Make Supout i
& Manual

A
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Testing HAMNET AP

Now we can try to activate WLAN on our Smartphone or Tablet
Search for your SSID e.g. ,HAMNET-OE1KBC"

Connect without password

Ejoy the connection via your newly created HAMNET AP

‘S{ Youngs+ers On The Air oovsV 32




Mumble-Server

m Installation and configuration
1 Power your RASPI
1 Start PUTTY and LOGIN pi/raspberry
1 sudo apt-get install mumble-server
1 sudo dpkg-reconfigure mumble-server
m Select <Yes> to start mumble-server on boot
m Select <Yes> to allow higher priority
m Type in your SuperUser password
1 sudo nano /etc/mumble-server.ini
m welcometext=,Welcome to Mumble-Server OE1KBC*

m uUsers=5
m registerName=HAMNET

1 sudo /etc/init.d/mumble-server restart
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Mumble-Server

m Now we can reach the new mumble-server via HAMNET
m Download a mumble client for PC/IPhone/Android

m Use RASPIs
HAMNET-Address

[ | Username ||ke &) Server hinzufiigen ?
callsign_firsthame
to be?te?identify

yourself
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have fun with HAMNET!
N

AUSTRIA
Mmmian




